
Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 1 of 11 




Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 2 of 11 



CO 
x — 
CO 




CM 



Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 3 of 11 



CO 

co 




^1- 

S3 



Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 5 of 11 




O 



Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 6 of 11 




Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 7 of 11 




Start 



Check user 
identification 



Check mutual 
authentication 



604 



Check authentication 
For database and 
user 



606 



v i 



w 2 



FIG. 6 



Determine whether 
server listed as 
untrusted 



Propagate chain 




End 




608 



610 



Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 8 of 11 




Start 



Check user 
indentification 



0 
.ri 



702 



determine whether 
mutual authentication 
is successful 



704 











append to link 


!« 


string 














If! * 
iff? 3 






V| 


check data in 


|I3 
Si- 


link string 




y 





706 



708 



check for 
untrusted 
database server 



710 



store link 



712 




FIG. 7 



End 



Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 9 of 11 



m 

VI 



■SIP 




oo 



Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 10 of 11 



O 

o 



CD 

CD 



hk 


O 




III °> 


0 

W 

5ft 


STORAGI 
DEVICE 






W 


o 


if 






MAIN 
MEMORY 
908 



y 



A 

y 



y 



CO 

o 

CD 



A 
V 



CO 
ZD 
CD 



A 

y 



O -vT 

| if 



LU 



O 

o 



A 

y 




a: 
o 

CO 
CO 
LU 
O 

g 

Q_ 



O 
<J3 















(SPl 




o 





Express Mail No. EV018193142US 
Nina Lewis et al. 

255/220 Sheet 11 of 11 



